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Chunking and Metadata

Before encryption, each subdomain consists of a payload fragment and a fixed size metadata
section. The metadata allows the receiver to identify the transfer, filter duplicates, observe
the progress, place the chunk in the correct order and determine when the complete file
has been received.

The metadata section contains the following fields:

Field Purpose
Version Identifies the metadata format.
Flags Provides space for transfer options and future exten-

sions.
Payload length Indicates how many bytes of the chunk are file payload.
Chunk index Identifies the position of the chunk in the transfer.
Total chunks Indicates how many chunks are required to reconstruct

the file.
File identifier Groups chunks belonging to the same file transfer.

Table 4.1: Metadata fields used for chunk reassembly.

Encryption

Encryption is done with the Advanced Encryption Standard in Counter mode of operation
(further referred to as AES-CTR).

AES-CTR operates as a stream cipher (created from the AES block cipher), counter
mode is an application of the forward cipher (AES) to a set of input blocks, called counters
to produce a sequence of output blocks that are then XORed with the plaintext to produce
the ciphertext.[23] A visualization of the process can be seen in Figure 4.3. This mode of
operation fits our needs perfectly since compared to others, there is no need for padding.
Plaintexts can be arbitrary length which matters because each chunk is encrypted as a
separate message thus, every chunk would contain a padding overhead in regular block
cipher modes.
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Figure 4.8: AES-CTR mode of operation.[24]

However, if we left it at that our ciphertext would still be vulnerable to tampering.
This could occur if a DNS query is intercepted, decoded and then arbitrary bits were


