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Figure 4.1: Huffman tree built based on the letter frequencies found in the English language

Let M be the plaintext, K the encryption key and let

C = Enc(K,M)

be the ciphertext. Since C is the output of an encryption function, a randomly selected
output bit b is expected to be (approximately) uniformly random:

PC(b = 0) ≈ PC(b = 1) ≈ 1

2

We transform this uniform ciphertext representation into an output of which character
frequencies resemble a target distribution. This target distribution is

Ptarget(x)

where x is a character in the output alphabet. For example, Ptarget may be based on
English letter frequencies or measured from a domain name dataset.

Instead of constructing a Huffman tree from ciphertext frequencies (which is uniform
binary), the tree is constructed from Ptarget. The ciphertext C is then transformed using
this Huffman tree producing a shaped output S:

S = HuffPtarget(C)


