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Figure 4.2: Character frequencies in Bruce Schneier quote over a-z for Base64, plaintext,
Huffman and English frequency baseline.

Stage Sample output Top frequencies
Plaintext this text is about to be encoded .

t 19.23%
e 15.38%
o 11.54%
b 7.69%
d 7.69%
i 7.69%
s 7.69%
a 3.85%

AES-CTR → Base64 SWYEnn47MOe+2wJunln73ZLfpOEztLRfcCq6
IddCD67u1G5ONpXXLe0UNCntJFQGDC5yiV9/
gP6HUQnQq1i+gg

.
g 1.98%
Q 1.83%
A 1.75%
z 1.74%
7 1.69%
f 1.69%
u 1.67%
w 1.66%

AES-CTR → Huffman smeecrsrolllnlhynmisyitichit
rdduwtfeskwfdrteaientdwsuoot
dtuneehywatdtwhekatauasshoqt
rtivwtrrwunnhastoveoaesttteiftsstwnecoa

.
t 15.45%
e 9.76%
s 8.94%
a 6.50%
w 6.50%
i 5.69%
n 5.69%
o 5.69%

Figure 4.3: For some ciphertext after Huffman encoding, the distribution is more aligned

However, as Born et al, [7] also highlights the frequency of characters in the English lan-
guage and FQDNs do not exactly match. Thus a separate frequency analysis was done on
a corpus of crawled hostnames from project scanner.ducks.party1 containing 2,092,120,183
processed hostnames. The analysis itself was done parallelized on SDU’s ucloud with a
64 core linux instance. Frequencies were computed over normalized hostnames (lowercase

1https://ducks.party/ct


